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1	Decision/action requested
Endorse the proposal on 3GPP specific JWT claims registration in IANA
2	References
[1]		RFC 7519 "JSON Web Token (JWT)"
[2]	3GPP TS 29.510 "5G System; Network function repository services; Stage 3"
[3]	3GPP TS 33.434 "Security aspects of Service Enabler Architecture Layer (SEAL) for verticals"
[4]	3GPP TS 29.222 "Common API Framework for 3GPP Northbound APIs"
[5]	3GPP TS 33.180 "Security of the Mission Critical (MC) service"
[6]	Media Types registered in the IANA: https://www.iana.org/assignments/media-types/media-types.xhtml
[7]	3GPP TS 26.346 "Multimedia Broadcast/Multicast Service (MBMS); Protocols and codecs"
3	Rationale
The 3GPP authorization framework uses the OAuth 2.0 framework as specified in RFC 6749. Access tokens shall be JSON Web Tokens (JWT) as described in RFC 7519. To support more granular authorization for 5G features, 3GPP introduces extra JWT claims per 5G use cases, which are defined in separate technical specifications. For example:
· TS 29.510 [2] specifies access token claims for 5G SBA use case.
· TS 33.434 [3] specifies access token claims for SEAL use case.
· TS 29.222 [4] specifies access token claims for CAPIF use case.
· TS 33.180 [5] specifies access token claims for 5G Mission Critical service.
Since there is no coordination within 3GPP regarding defining JWT claims, it may happen that a conflict JWT claim name is defined by different sub-WGs. Furthermore, JWT claims can be defined by external working groups outside 3GPP. To prevent from potential conflict of JWT claim names in the industry, IANA registration should be considered.
Similarly, for HTTP media types used by 3GPP Multimedia Broadcast/Multicast Service (MBMS) based applications, IANA registration [6] has been done by 3GPP and reflected in the TS 26.346 Annex C [7].
4	Discussion
4.1 JSON Web Token (JWT) Claims
https://www.iana.org/assignments/jwt/jwt.xhtml
Registration requests should be sent to the mailing list described in [RFC7519]. If approved, designated experts should notify IANA within three weeks.
Here is an excerpt of RFC 7519:
10.  IANA Considerations

10.1.  JSON Web Token Claims Registry

   This section establishes the IANA "JSON Web Token Claims" registry
   for JWT Claim Names.  The registry records the Claim Name and a
   reference to the specification that defines it.  This section
   registers the Claim Names defined in Section 4.1.

   Values are registered on a Specification Required [RFC5226] basis
   after a three-week review period on the jwt-reg-review@ietf.org
   mailing list, on the advice of one or more Designated Experts.
   However, to allow for the allocation of values prior to publication,
   the Designated Experts may approve registration once they are
   satisfied that such a specification will be published.
4.2 Example of 3GPP specific claims
Here list some examples. There might be more claims defined in other 3GPP specifications, which need further investigation.
4.2.1 Access Token Claims for 5G SBA
[bookmark: _Toc24937799][bookmark: _Toc33962619][bookmark: _Toc42883388][bookmark: _Toc49733256][bookmark: _Toc56690906][bookmark: _Toc145945704]As defined in the TS 29.510 [2]:
6.3.5.2.4	Type: AccessTokenClaims
Table 6.3.5.2.4-1: Definition of type AccessTokenClaims
	Attribute name
	Data type
	P
	Cardinality
	Description

	iss
	NfInstanceId
	M
	1
	This IE shall contain NF instance id of the NRF. , corresponding to the standard "Issuer" claim described in IETF RFC 7519 [25], clause 4.1.1

	sub
	NfInstanceId
	M
	1
	This IE shall contain the NF instance ID of the NF service consumer, corresponding to the standard "Subject" claim described in IETF RFC 7519 [25], clause 4.1.2.

	aud
	Audience
	M
	1
	This IE shall contain the NF service producer's NF instance ID(s) (if the exact NF instance(s) of the NF service producer is known) or the NF type of NF service producers for which the claim is applicable, corresponding to the standard "Audience" claim described in IETF RFC 7519 [25], clause 4.1.3. 

	scope
	string
	M
	1
	This IE shall contain the name of the NF services and the resource/operation-level scopes for which the access_token is authorized for use; this claim corresponds to a private claim, as described in IETF RFC 7519 [25], clause 4.3.

pattern: '^([a-zA-Z0-9_:-]+)( [a-zA-Z0-9_:-]+)*$'

	exp
	integer
	M
	1
	This IE shall contain the expiration time after which the access_token is considered to be expired, corresponding to the standard "Expiration Time" claim described in IETF RFC 7519 [25], clause 4.1.4.

	consumerPlmnId
	PlmnId
	C
	0..1
	This IE shall be included if the NRF supports providing PLMN ID of the NF service consumer in the access token claims, to be interpreted for subject (sub IE), as specified in clause 13.4.1.2 of 3GPP TS 33.501 [15]. If an NF service producer that receives this IE in the token included in the authorization header does not understand this IE, it shall be ignored.

	consumerSnpnId
	PlmnIdNid
	C
	0..1
	This IE shall be included if the NRF supports providing SNPN ID of the NF service consumer in the access token claims, to be interpreted for subject (sub IE), as specified in clause 13.4.1.2 of 3GPP TS 33.501[15]. If an NF service producer that receives this IE in the token included in the authorization header does not understand this IE, it shall be ignored.

	producerPlmnId
	PlmnId
	C
	0..1
	This IE shall be included if the access token is granted for an NF service producer belonging to an PLMN and the NRF supports providing PLMN ID of the NF service producer in the access token claims, to be interpretted for audience (aud IE), as specified in clause 13.4.1.2 of 3GPP TS 33.501 [15]. If an NF service producer that receives this IE in the token included in the authorization header does not understand this IE, it shall be ignored.

	producerSnpnId
	PlmnIdNid
	C
	0..1
	This IE shall be included if the access token is granted for an NF service producer belonging to an SNPN and the NRF supports providing SNPN ID of the NF service producer in the access token claims, to be interpreted for audience (aud IE), as specified in clause 13.4.1.2 of 3GPP TS 33.501 [15].
When present, it shall contain the SNPN ID of the SNPN the target NF service producer belongs to.
If an NF service producer that receives this IE in the token included in the authorization header does not understand this IE, it shall be ignored.

	producerSnssaiList
	array(Snssai)
	O
	1..N
	This IE may be included if the NRF supports providing list of S-NSSAIs of the NF service producer in the access token claims. If an NF service producer that receives this IE in the token included in the authorization header does not understand this IE, it shall be ignored.

	producerNsiList
	array(string)
	O
	1..N
	This IE may be included if the NRF supports providing list of NSIs of the NF service producer in the access token claims. If an NF service producer that receives this IE in the token included in the authorization header does not understand this IE, it shall be ignored.

	producerNfSetId
	NfSetId
	O
	0..1
	This IE may be included if the NRF supports providing NF Set ID of the NF service producer in the access token claims and if the audience contains an NF type. When present, it shall indicate the NF Set ID of the NF service producer instances for which the claim is applicable. If an NF service producer that receives this IE in the token included in the authorization header does not understand this IE, it shall be ignored.

	producerNfServiceSetId
	NfServiceSetId
	O
	0..1
	This IE may be included during an access token request for a specific NF / NF service instance, if the targetNfServiceSetId IE is present in the Access Token Request.
When present, this IE shall contain the NF Service Set ID of the NF Service Producer for which the access token is applicable.
If an NF service producer that receives this IE in the token included in the authorization header does not understand this IE, it shall be ignored.

	sourceNfInstanceId
	NfInstanceId
	C
	0..1
	This IE shall be included if the NRF supports providing NF Instance ID of the source NF in the access token claims (if it is an access token request from the DCCF as NF Service Consumer request data from NF Service Producers on behalf of the source NF), to be interpreted for subject (sub IE), as specified in Annex X of 3GPP TS 33.501 [15].



4.2.2 Access Token Claims for SEAL
As defined in the TS 33.434 [3]:
[bookmark: _Toc42175501][bookmark: _Toc42176969][bookmark: _Toc145343668]A.2.2.3	VAL claims
The VAL profile extends the standard claims defined in IETF RFC 7662 [13] with the additional claims based on the VAL service and those shown in table A.2.2.3-1. 
Table A.2.2.3-1: Access token VAL claims
	Parameter
	Description

	SKeyProv
	OPTIONAL for SEAL. The SKeyProv parameter shall be present when the VAL Server SKM-C is authorized to provide key material to the KMS.



4.2.3 Access Token Claims for CAPIF
As defined in the C3-235709 on TS 29.222 [4]:
[bookmark: _Toc28009973][bookmark: _Toc34062093][bookmark: _Toc36036849][bookmark: _Toc43285097][bookmark: _Toc45132876][bookmark: _Toc51193570][bookmark: _Toc51760769][bookmark: _Toc59015219][bookmark: _Toc59015735][bookmark: _Toc68165777][bookmark: _Toc83229873][bookmark: _Toc90649073][bookmark: _Toc105593969][bookmark: _Toc114209683][bookmark: _Toc138681556][bookmark: _Toc144228929]8.5.4.2.8	Type: AccessTokenClaims
Table 8.5.4.2.8-1: Definition of type AccessTokenClaims
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	iss
	string
	M
	1
	This IE shall contain the API invoker Identifier.
	

	scope
	string
	M
	1
	This IE shall contain a list of AEF identifiers and its associated API names for which the access_token is authorized for use.

It takes the format of 3gpp#aefId1:apiName1,apiName2,…apiNameX;aefId2:apiName1,apiName2,…apiNameY;…aefIdN:apiName1,apiName2,…apiNameZ

Using delimeter "#" after the discriminator "3gpp", ":" after AEF identifier, "," between API names and ";" between the last API name of the previous AEF identifier and the next AEF identifier. (NOTE)

Example: '3gpp#aef-jiangsu-nanjing:3gpp-monitoring-event,3gpp-as-session-with-qos;aef-zhejiang-hangzhou:3gpp-cp-parameter-provisioning,3gpp-pfd-management'

	

	exp
	DurationSec
	M
	1
	This IE shall contain the number of seconds after which the access_token is considered to be expired.
	

	resOwnerId
	string
	O
	0..1
	This attribute shall contain the resource owner ID.
	RNAA

	NOTE:	The scope may contain more space-delimited strings which further add additional access ranges to the scope, the definition of those additional strings is out of the scope of the present document.



4.2.4 Access Token Claims and ID Token Claims for Mission Critical
As defined in the TS 33.180 [5]:
[bookmark: _Toc3886343][bookmark: _Toc26797710][bookmark: _Toc35353556][bookmark: _Toc44939529][bookmark: _Toc129942956]B.2.1.3	MCX claims
The MCX Connect profile extends the OpenID Connect standard claims with the additional claims shown in table B.2.1.3-1.  
Table B.2.1.3-1: ID token MCX claims
	Parameter
	Description

	mcptt_id
	REQUIRED for MCPTT. The MCPTT ID of the current MCPTT user of the MCPTT client.

	mcvideo_id
	REQUIRED for MCVideo. The MCVideo ID of the current MCVideo user of the MCVideo client.

	mcdata_id
	REQUIRED for MCData. The MCData ID of the current MCData user of the MCData client.



[bookmark: _Toc3886347][bookmark: _Toc26797714][bookmark: _Toc35353560][bookmark: _Toc44939533][bookmark: _Toc129942960]B.2.2.3	MCX claims
The MCX Connect profile extends the standard claims defined in IETF RFC 7662 [33] with the additional claims shown in table B.2.2.3-1.
Table B.2.2.3-1: Access token MCX claims
	Parameter
	Description

	mcptt_id
	REQUIRED for MCPTT. The MCPTT ID of the current MCPTT user of the MCPTT client.

	mcvideo_id
	REQUIRED for MCVideo. The MCVideo ID of the current MCVideo user of the MCVideo client.

	mcdata_id
	REQUIRED for MCData. The MCData ID of the current MCData user of the MCData client.



5 	Detailed proposal
Proposal for the ways of work:
· Propose to have one 3GPP IANA registration contact (e.g., IETF coordinator) to do IANA registration for all JWT claims defined by all 3GPP WGs.
· Propose to have one 3GPP MCC (e.g., 3GPP Specifications manager) to maintain the IANA registration requests status for the JWT claims in a web site, which can be used by WGs to coordinate and monitor the progress. The web site can be like the existing one that for IANA registration requests tracking for media types: https://www.3gpp.org/component/sppagebuilder/?view=page&id=753.
· Propose every WG responsible (e.g., specifications rapporteur) to inform the 3GPP IANA registration contact and the 3GPP MCC contact via email to do IANA registration for the 3GPP specified JWT claims. The email should contain: claim name, claim subscription and references where the claimed name is used. If it is not in the published TSs the agreed CR which introduced the claim name can be the reference.
· Propose that CT WG Chairs coordinate with the CT Chair and 3GPP Support Team (MCC) the proposals above and inform the affected WGs about the final procedure.
· Propose to add a NOTE in all related TSs of latest release version to indicate that: "All claims are registered as public claims in IANA (REF: https://www.iana.org/assignments/jwt/jwt.xhtml)".
NOTE: A similar discussion paper is also submitted to CT3 and CT4.

